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INTRODUCTION




About Me — “Montreal”

® | am a born Quebecois

 Permanent resident of USA

* Passed the naturalization test last month
| will soon be sworn in as an American!

® Software Architect for AboutWeb
« Contract at Social Security Administration

® BSIT, 2006

® MIS, 2008

® Working on DM/IST, estimate 2012
® Harley-Davidson riding fool!
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2006 Ultra Classic Electra Glide

| have rode my bike across country several times — all by myself!




Target Audience

® Developers
 Create eCommerce websites
e Inherit an eCommerce website

® Analysts
* Prepare requirements
e Review eCommerce

® Managers

« Understand the complexities and obligations of an
organization to be PCI DSS compliant

* Know the steps in bringing the organization into
compliance.



The Basics

PAYMENT PROCESSING




Why Add Payment Processing?

® User

* Uncomplicated and seamless purchasing experience
e Savings in checks, postage, and envelopes

® Organization

* Increase workplace efficiency

 Increase security and reduction of errors

« Eliminate lost or stolen checks

* Improve cash flow for vendors

* Improve timing and certainty of payments

« Acknowledge receipt

e Create and maintain satisfying customer relationships
« Get paid in real time
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Types of Electronic Payments

® Credit cards

® Instant transfer — debits

_® eChecks

Vil Re-occurring / subscription
- ® Refunds

® pPayPal accounts




What are the Processes?

® Authorization

‘j - Validate funds
' « Payments may be voided

® Settlement — Collecting Funds

« Automated Clearing House (ACH) Network
 Electronic checks are converted
* Financial institutions exchange funds
e Payments may not be voided, they must be refunded
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http://www.fdic.gov/regulations/laws/rules/6500-3100.html


SEOIEINERIS

® Secure Socket Layer (SSL) Certificate
® Shopping cart

® Checkout / payment system

® Merchant account

® To ensure compliance with the Payment Card
Industry (PCI) Data Security Standards




Example: Setting Up PayPal

MERCHANT ACCOUNT




Popular Merchant Service Providers

® PayPal (Verisign Payflow Pro)
® CyberSouce (Authorize.net)
| .® First Data (LinkPoint International)


Presenter
Presentation Notes
Merchant Service Providers (MSPs)


Setting up PayPal
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Sign Up for Access to the Sandbox Test Environment

his account will allow you to use the PayPal Sandbox Test Environment to try out Website
*ayments, Instant Payment Notification, PayPal APls, and other features
First Name:
Last Name:
Email Address:
Do not use yvour PayPal account login email

Password:

Confirm Password:

Security Question: - select a question -

Security Answer:

Communications: |¥| Please keep me informed on PayPal's Web Services, the PayPal
ox, and Developer Central.




he PayPal Sandbox allows you to test the integration of your PayFal payment solution before
ubmitting transactions to the live PayPal environment. The Sandbox is a duplicate of the live
FayPal site, except that no real money changes hands.

Test Accounts
Create a preconfigured buyer or seller account.
Create a Website Payments Pro account (new release).

Manually create accounts.

Test Email

Access email sent to yvour test accounts.

API Credentials

Manage API credentials for vour test accounts.

Test Tools

Instant Payment Motification (IPN) simulator




est Accounts

our test accounts are listed below. ¥You must have a Business account to represent a merchant,

and a Personal account to represent a buyer. To simulate an action on the live site (PayPal.com),
elect a test account and click Enter Sandbox Test Site.

Create Account: Preconfigured | Create Manually
Webs=ite Payments Pro

Fayment

Log-in email Type Status Review

Test mode Reset

choffe_12371583%94_ Business Verfied Dizabled Dizabled Feset
biz@gmail.com

A View Details

choffe_1237157976_ Personal Verfied Dizabled
per@gmail.com

A View Details




est Accounts

our test accounts are listed below. You must have a Business account to represent a merchant,

and a Persanal account to represent a buyer. To simulate an action on the live site (PayPal.com],

elect a test account and click Enter Sandbox Test Site.

Create Account: Preconfigured | Create Manually
Website Payments Pro

Payment

Review Test mode

Log-in email Type Status

@ choffe 1237158394 Business Verified Clizabled Clizabled
biz@gmail.com

d Hide Details

Country: United States
Business Name: zail Shoffey Keeler's Test Store

Credit Card: Viea 4133080113074359
Exp Date: 3/2019

Bank Account: Zhecking (Confirmed)
Routing Number: 325272209
Bank Account Mumber: 066632787692323

Balance: 9000.00 USD

Email: Confirmed

Motes:

Cate Created: Mar. 15, 2009 16:06:44 PDT

choffe_1237157976_ Perszonal Verified Cizabled
per@gmail.com

A View Details



Presenter
Presentation Notes
In recent years, setting up the test buyer and seller accounts have become easier than ever by using the preconfigured links. It creates the credit card number for the personal account, email accounts, banking information, business information including the business name, address, customer service info, business owner info and address, and SSN for website payment pro.


est Email

et account email addresses are not real.

Sandbaox.

Below are the most recent messag

To

choffe_1237158394 biz@gma serv
il.com

cshoffe 1237158200 per@gmasery
il.com
choffe_1237158087
il.com

cshoffe 1237157976_per]
il.com

_biz@gma serv

rvice@paypal.comYou I

Email se

c test accounts.

your Sandbaox

Subject

rice@paypal.comYour application has been
approved
/ice@paypal.comYou I
your Pz :al | ::I aw
/ice@paypal.comYour

3ppro

s lifted
1|MHH
-||_|_I|'=|H'|' has been

d

JE s lifted
vour PayPal withc -|I limit

nt to them 1= never delivered outside the

Dat

Mar. 15, 2009
16:06:43 PDT
Mar. 15, 2009
16:03:24 PDT
Mar. 15, 2009
16:01:32 PDT
Mar. 15, 2009
15:59:39 PDT




API Credentials

ou must have credentials to test APIs for Website Payments Pro and Express Checlkout in the
Sandbox. In most cases, vou will use API signatures and not download certificates.

he test accounts identified below are enabled for API access.

Mote: These credentials will not work outside the Sandbox. You will need new credentials from
payvpal.com to go live.

Test Account Date Created

Test Account: shoffe_1237158394 biz@gmail.com Mar. 15, 2009 16:06:44
PDT

AFI Username: shoffe_1237158394_biz_apil.gmail.com
API Password: 1237158404

Signature: AgQo.Sy0CIZ28TSge. 3k055RakKuPmMtA7B.PLYNVeEh1 X-nfrn-roFHZ uP3




lcome, Gail Shoffey Keeler (shoffe_ 1237158394 biz@gmail.com) Edit profile
Business Name: Gail Shoffey Keeler's Test Store
Account holder since 2009
Account type: Business
Status: Verified (Mew)
PayPal balance E
Currency Available Pending Balance » Accept pavment - Someone sent you money - find out how to accept it
210 510.4%
U.S. Dollar: 25 000.00 USD $1,510.48 USD “10'“20' ° » Add Phone - We may contact you if we notice unusual account activity
See all steps
Step Info Required Time to Complete Action
Virtual Terminal
Complete Billing Agreement (BA) 2 minutes .f,m‘,
(required) (20 g
Apply for Virtual Terminal
Get Started | Virtual Terminal Manual {(PDF)
See all steps
Account history: All account activity | Payments sent | Payments received
Recent activity - Last updated 4/14/2009 19:54 PDT
File Type TolFrom Name/EmaillPhone Date Status Details Action Amount ($) Fee
Payment Received From Test User Apr. 14, 2008 Under Review Details $1,555.91 USD -345.42 UsD
| Fi= Selecred hems || Fiedd |




lcome, Gail Shoffey Keeler (shoffe_1237158394_biz@gmail.com) Edit profile
Business Name: Gail Shoffey Keeler's Test Store
Account holder since 2009
Account type: Business
Status: Verified (MNew)

PayPal balance

Currency Available Pending Balance > Accept payment - Someone sent you money - find out how to accept it

s g 45
U.5. Dollar: $9,000.00 USD $1,510.49 USD “1GI'J“;§' - » Add Phone - We may contact you if we notice unusual account activity

Step Info Required Time to Complete

Virtual Terminal

b Apply for Virtual Terminal

Get Started | Virtual Terminal Manual (PDF})

Account history: All account activity | Payments sent | Payments received

Recent activity - Last updated 4/14/2009 19:55 PDT

File Type ToiFrom Name/Email/Phone Date Status Details Action Amount (§)

Payment Received From Test User Apr. 14, 2009 Under Review Details 31,

File Selected hems | | File 21 |




Required

Details

Currency:
Net Order Amount:
Shipping:
Tax Rate:  (.000
Tax Amount:
Total

Transaction Type:

Order Number:
Comment:

Biling Infermation - Please enter the following information v as it appears on the customer's credit card statement.

Country: United States
First Name:
Last Name:
Card Type:
Card Number:
Expiration Date:

ecurity Code:

3 the shipping addre
shipping add

Review Transaction | |[3:anc:e|
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Overview

® About PCI compliance

® PCI DSS history

® |ntroduction to compliance

® The 12 requirements

® The 6 steps towards compliance

® What to prepare for PCI validation compliance



About PCI Compliance

\ compliance if you store, process, transmit

or handle cardholder data
e Current version is 1.2 (Oct. 2008)

® Secure your business
* Intellectual and Web property

® Better application design
 Emphasis on security

® Peace of mind for customers




PCI History

® 5 major credit card brands:
e Visa Inc.

e MasterCard Worldwide
 American Express

e Discover Financial Services
e JCB International

® PCI Security Council founded in June 2005

- Concern about competitor brand-specific requirements &
intersecting

» Collaborated to for a single standard for protecting credit card
data
® Based on ISO 17799 — Information technology - Security
techniques - Code of practice for information security
management
e Defined 12 main requirements




Introduction

® According to Privacy Rights Clearinghouse.org, more
than 234 million records with sensitive information have
been breached since January 2005

® A survey of businesses in the U.S. and Europe reveals
activities that may put cardholder data at risk:

Source: Forrester Consulting: The State of PCI
Compliance (commissioned by the
RSA/EMC)

* 81% store payment card number
* 73% store payment card expiration dates
* 71% store payment card verification codes

* 57% store customer data from the payment card magnetic
stripe

e 16% store other personal data



PCIl Compliance Process
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Assess – identifying cardholder data, taking an inventory of your IT assets and business processes for payment card processing, and analyzing them for vulnerabilities that could expose cardholder data.
Remediate – fixing vulnerabilities and not storing cardholder data unless you need it.
Report – compiling and submitting required remediation validation records (if applicable), and submitting compliance reports to the acquiring bank and card brands you do business with.


12 Requirements and Security Assessment
Procedures V 1.2

% | Build and Maintain a Secure Network

{ 1. Install and maintain a PCl-compliant firewall
f; 2. Do not use default system or application passwords
/7a Protect Cardholder Data

r:‘ 3. Protect stored cardholder data

't 4. Encrypt transmission of cardholder data across open, public
' networks

‘ Maintain a Vulnerability Management
; Program

5. Use and reqgularly update anti-virus software or programs
1 6. Develop and maintain secure systems and applications

\
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SECTION: Build and Maintain a Secure Network
 
Network security controls will help organizations can prevent criminals from virtually accessing payment system networks and stealing cardholder data.
 
# Requirement 1: Install and maintain a firewall and router configuration to protect cardholder data

1.1 
Whenever you change a configuration, make sure to thoroughly test
Identify ALL connections made to card holder data
Review configuration rules every six months
1.2 
Deny all ‘untrusted’ networks and hosts
1.3 
Make sure that there is never direct public access to the cardholder data environment
1.4 
Make sure to install a personal firewall on mobile and employee computers that access the network
 
# Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters
 
The easiest way for a hacker to access your internal network is to try default passwords or exploits based on default system software settings in your payment card infrastructure. 
 
2.1 
Always change vendor-supplied defaults 
2.2 
Develop configuration standards 
2.3 
Encrypt
2.4 
Shared hosting environments have additional security requirements. PCI DSS provide more details on this

SECTION: Protect Cardholder Data
 
Cardholder data refers to any information printed, processed, transmitted or stored in any form on a payment card. 
 
# Requirement 3: Protect stored cardholder data
 
In general, no cardholder data should ever be stored unless it’s necessary to meet the needs of the business. 
 
3.1 
Limit cardholder data storage and retention time 
3.2 
Do not store sensitive authentication data after authorization
3.3 
Mask Primary Account Number (PAN) when displayed; the first six and last four digits are the maximum number of digits you may display. 
3.4 
Render PAN, at minimum, unreadable anywhere it is stored. For example using strong one-way hash functions, truncation, index tokens, securely stored pads, or strong cryptography. 
3.5 
Protect cryptographic keys used for encryption of cardholder data from disclosure and misuse.
3.6 
Fully document and implement all appropriate key management processes and procedures .
�# Requirement 4: Encrypt transmission of cardholder data across open, public networks
 
One word – Cyber criminals 
 
4.1 
Use strong cryptography and security protocols such as SSL/TLS or IPSEC 
For new wireless implementations, it is prohibited to implement WEP after March 31, 2009. (expired)
For current implementations, it is prohibited to use WEP after June 30, 2010. (approx. 1 year)
AES is the official encryption algorithm of the U.S. government, and information encrypted with it is considered secure until the year 2030. 
AES offers 128, 196 and 256 key lengths, making it very secure. 
Data stored with AES cannot be decrypted without the key.
4.2 
Never send unencrypted PANs by end user messaging technologies.

SECTION: Maintain a Vulnerability Management Program
 
Vulnerability management is the process of systematically and continuously finding weaknesses security procedures, system design, implementation, or internal controls
 
# Requirement 5: Use and regularly update anti-virus software or programs
 
5.1 
Deploy anti-virus software on all systems that may be affected by malicious software 
5.2 
Ensure that all anti-virus mechanisms are current, actively running, and capable of generating audit logs.
 
# Requirement 6: Develop and maintain secure systems and applications
 
Security vulnerabilities in systems and applications may allow criminals to access PAN and other cardholder data. 
 
6.1 
Latest security patches installed and critical patches within a month of release.
6.2 
Establish a process to identify newly discovered security vulnerabilities. You can subscribe to alerts or use a vulnerability scanning service or software
6.3 
Develop security best practices throughout the software development life cycle.
6.4 
Follow change control procedures for all changes to system components.
6.5 
Implement code reviews to assess its security 
6.6 
Ensure that all public Web-facing applications are protected.  You may want to perform annual reviews of code.


12 Requirements and Security Assessment
Procedures V 1.2

Implement Strong Access Control
Measures

/. Restrict access to cardholder data
8. Assign a unique ID to each person with computer access
9. Restrict physical access to cardholder data

Regularly Monitor and Test Networks

10. Track and monitor all access to network resources and
cardholder data

11. Regularly test security systems and processes

' Malntaln an Information Security Policy

i 12. Maintain a policy that addresses information security for
employees and contractors

5
b/
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SECTION: Implement Strong Access Control Measures
 
Permit or deny physical or logic access to PAN and other cardholder data.
 
# Requirement 7: Restrict access to cardholder data by business need-to-know
 
Authorized personnel, systems and processes based on business responsibilities. 
 
7.1 
Limit access to a business need-to-know basis.
7.2 
Set configurations to “deny all” unless specifically allowed.
 
# Requirement 8: Assign a unique ID to each person with computer access
 
Assign a unique identification (ID) to each person with access so that you have an audit trail that traces who did what and when.
 
8.1 
Assign all users a unique user name before allowing them to access system components or cardholder data.
8.2 
Authenticate all users
8.3 
Use two-factor authentication for remote access such as virtual private network with individual certificates
8.4 
All passwords should be unreadable for all system components both in storage and during transmission
8.5 
In addition to authentication, use password management for all users and administrators on the system
 
# Requirement 9: Restrict physical access to cardholder data
 
You want to appropriately restrict people from accessing and/or remove devices, data, systems or hardcopies
 
9.1 
The facility is locked and you are monitoring who access the cardholder data environment.
9.2 
Develop procedures to help all personnel easily distinguish between employees and visitors
9.3 
For visitors: Make sure they are authorized; give them physical token such as a visitor badge that expires; and ask them to surrender the physical token before leaving the facility or at the date of expiration.
9.4 
Use a visitor log to maintain a physical audit trail of visitor information and activity. Retain the log for at least three months unless otherwise restricted by law.
9.5 
Store media back-ups in a secure location, preferably off site.
9.6 
Physically secure all paper and electronic media that contain cardholder data.
9.7 
Maintain strict control over the internal or external distribution of any kind of media that contains cardholder data.
9.8 
Get management approval if you have to moved the data from a secured area
9.9 
Maintain strict control over the storage and access of media that has the data.
9.10 
Destroy media containing cardholder data when it is no longer needed for business or legal reasons.

SECTION: Regularly Monitor and Test Networks
 
Prevent exploitation by regularly monitoring and testing networks to find and fix vulnerabilities.
 
# Requirement 10: Track and monitor all access to network resources and cardholder data
 
The main idea here is logging 
 
10.1 
Link all access to system components to each individual user – especially access done with administrative privileges.
10.2 
Implement automated audit trails for individuals: (this means)
individuals accessing the cardholder data; 
any actions taken by any individual with root or administrative privileges; 
invalid logical access attempts; 
use of identification and authentication mechanisms; 
initialization of the audit logs; 
creation and deletion of system-level objects;
access to all audit trails
10.3 
Record audit trail entries for events: (meaning)
 type of event, 
date and time, 
success or failure indication, 
origination of event, and
 identity or name of affected data, system component or resource.
10.4 
Synchronize all critical system clocks and times.
10.5 
Secure audit trails so they cannot be altered.
10.6 
Review logs for all system components related to security functions at least daily.
10.7 
Retain audit trail history for at least one year; 
Three months of history must be immediately available for analysis.

# Requirement 11: Regularly test security systems and processes
 
Ensure security is maintained over time. 
 
11.1 
Test for the presence of wireless access points by using a wireless analyzer at least quarterly, 
Or deploying a wireless Intrusion Detection and Preventions Systems (IDS/IPS) to identify all wireless devices in use.
11.2 
Run internal and external network vulnerability scans at least quarterly and after any significant change in the network. 
11.3 
Perform penetration testing at least once a year 
Or, after any significant infrastructure or application upgrade or modification
11.4 
Use network intrusion detection systems and/or intrusion prevention systems to monitor all traffic in the cardholder data environment
Set up an alert system to notify personnel of suspected compromises. 
Make sure that your IDS/IPS engines must be kept up to date.
11.5 
Deploy file integrity monitoring software to alert personnel to unauthorized modification of critical system files, configuration files or content files. 
Configure the software to perform critical file comparisons at least weekly.

SECTION: Maintain an Information Security Policy
 
A strong security policy sets the tone for security in your company
 
# Requirement 12: Maintain a policy that addresses information security for employees and contractors
 
12.1 
Establish, publish, maintain, and disseminate a security policy that addresses all PCI DSS requirements
12.2 
Develop daily operational security procedures that are consistent with requirements in PCI DSS.
12.3 
Develop usage policies for critical employee-facing technologies to define their proper use for all employees and contractors:
Remote access, 
wireless, 
removable electronic media, 
laptops, 
handheld devices, 
email and Internet.
12.4 
Clearly define information security responsibilities
12.5 
Assign to an individual or team information security responsibilities:
Establish, document, and distribute these security policies and procedures.
Monitor and analyze security alerts and information
Establish, document, and distribute security incident responses
Administer user accounts
Monitor and control all access to data.
12.6 
Implement a formal security awareness program 
12.7 
Screen employees prior to hire to minimize the risk of attacks from internal sources.
12.8 
If you share cardholder data with service providers, then require them to comply with PCI DSS policies and procedures
12.9 
Implement an incident response plan. 
Be prepared to respond immediately to a system breach.



Compensating Controls for PCI

If youl caninot meet a
feqguirement then yolu
imust have a legitiimalte

business reason and it



6 Step Approach to Compliance

1. Remove sensitive authentication data and limit
data retention

 Ifyou don't need it, don’t store it

2. Protect the perimeter, internal, and wireless
networks

 Points of access to most compromises

3. Secure payment card applications
 Processes and servers



6 Step Approach to Compliance

4. Monitor and control access to your system
‘f *  Who, what, when, and how is the data being accessed

. Protect stored cardholder data
e Use key protection mechanisms

6. Finalize remaining compliance ensuring all controls
are in place

« Remaining policies, procedures, and processes

p .'- | ‘.-|'.II|I'I_|I‘I_'I
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| ® Gather documentation
¥ | ® Schedule Resources
.® Describe the Environment
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 Gather Documentation:
 Security policies, change control, network diagrams, PCI letters and notifications
 Schedule Resources: 
 Ensure participation of a project manager and key people from IT, security, applications, human resources and legal
 Describe the Environment:
 Organize information about the cardholder data environment, including cardholder data flow and location of cardholder data repositories 


Application Programming Interface

CODING TO AN API




=
¥ Types of Connections

E ® Virtual Terminal
od

‘| ® Hosted Order Page
./ | .® Silent Order Post
© ® API| — Payment Gateway

V)
”

_—

"
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 Virtual Terminal – You log into the merchant business account and manually enter customers’ orders.
 Hosted Order Page – You a payment form set up on the merchant where customers are redirected to when they are ready to check out.
 Silent Order Post – Some merchants such as CyberSource offer a Silent Post method. Customers enter their information on a form on your website and then does a browser post of the customer data to the merchant. The Silent Order method only accepts total amounts and cannot process line items.
 API 


Application Programming Interface

® The Application Programming Interface (API)
consists of several sets of related methods or
functions that specifies how two different computers
can communicate

® Platform independent
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A quick review of what an API is …
(read)
Yesterday I attended a session with Bob Silverberg. I thought that his analogy of an API to a restaurant’s order menu was quite ingenious. I like that. 


Why API is Preferred

® Keeps the customer on your website

® Customer order tracking — line items, tax
® Greater stability than with a web browser
® Scalable for large volume processing

® Security control
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 Keeps the customer on your website – control and customization: this gives the organization control over the customers’ buying experience and complete customization of the order, error, receipt, or declined pages.
 Easier visitor/order tracking – store customers’ viewing and purchasing patterns will help businesses to sell (think Amazon)
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EFT Flow

Electronic Funds
Transfer (EFT)

1. Order Placed

2. Authorization
Request

3. Authorization
Response

4. Order Fulfilled

5. Settlement
Request

=1 6. Settlement

/2 Deposited

R

T
L &
- AP
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1.  (Order Placed): Customer places order through secure connection on website, or merchant manually keys in transaction.
2. (Authorization Request): Payment Gateway receives the transaction through the secure internet connection, encrypts it, and submits an authorization request to the credit card issuing bank.
3. (Authorization Response): Credit card issuing bank either approves or declines the request and sends a response back through the payment gateway to the website.
4. (Order Fulfilled): Once approved the merchant processes and ships the customer's order.
5. (Settlement Request): The Payment Gateway sends a settlement request to the merchant account provider each day that transactions are processed.
6. (Settlement Deposited): The merchant account provider deposits the amount for each settlement into the merchant's bank account. Usually takes 24 - 48 hours.



Ex: General Processing

® |oad configuration files

® Parse the properties

| -® Add merchant specific values
' © ® Create a properties object

~ ® Create a credit card object

® Combine the objects into one transaction
® Process the response




Ex: Credit Card Components

s Lasard Visa extends Credit Card

Lt —> init()

R Rilelss validate()

expMonth

expYearcvvCode -

firstName MasterCard extends Credit Card

middleName 5 init()

lastName _m validate()

addressl

address2 : _

city Discover extends Credit Card

stateProvince — init()

Zip validate()

phone

email _ _
American Express extends Credit Card

init() —> init_()

getters/setters() validate()

expirationDate()
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Why rely on the Merchant to send back invalid information? You can prescreen the credit cards for several algorithms.
Validate: 
 passes the Luhn algorithm (also known as the Mod10 algorithm)
 Proper prefix
 Length
Collect errors


Summary

® Payment processing offers the user an
uncomplicated and seamless purchasing experience

® Your organization will:

 Increase workplace efficiency and security while reducing
errors

» Get paid in real time which will improve the cash flow to
vendors

® A PCI Compliant environment:
e Secures your business
* Promotes better application design

® Peace of mind for customers




Tools for Assessing Security

® Although the counsel sets the standards, each card
brand has its own program for assessing
compliance, validation levels, and enforcement

e Visa Inc: www.visa.com/cisp

 Visa Europe:

http://www.visaeurope.com/aboutvisa/security/ais/aisproqgr
amme.|Sp

 MasterCard Worldwide: www.mastercard.com/sdp

 American Express:
WWW.americanexpress.com/datasecurity

e Discover Financial Services:
http://www.discovernetwork.com/fraudsecurity/disc.html

e JCB International: www.|cb-
global.com/english/pci/index.html



http://www.visa.com/cisp�
http://www.visaeurope.com/aboutvisa/security/ais/aisprogramme.jsp�
http://www.visaeurope.com/aboutvisa/security/ais/aisprogramme.jsp�
http://www.mastercard.com/sdp�
http://www.americanexpress.com/datasecurity�
http://www.discovernetwork.com/fraudsecurity/disc.html�
http://www.jcb-global.com/english/pci/index.html�
http://www.jcb-global.com/english/pci/index.html�

CF Code Examples

® PayPal has made it extremely easy:

* « Download: https://cms.paypal.com/us/cqi-
’ bin/?cmd= render-
content&content ID=developer/library download sdks

/ ® Easy CFM:
¢ o http://www.easycfm.com/coldfusion/tutorials/index.cfm?cat
egoryid=4

* Shopping carts

o Authorize.net



https://cms.paypal.com/us/cgi-bin/?cmd=_render-content&content_ID=developer/library_download_sdks�
https://cms.paypal.com/us/cgi-bin/?cmd=_render-content&content_ID=developer/library_download_sdks�
https://cms.paypal.com/us/cgi-bin/?cmd=_render-content&content_ID=developer/library_download_sdks�
http://www.easycfm.com/coldfusion/tutorials/index.cfm?categoryid=4�
http://www.easycfm.com/coldfusion/tutorials/index.cfm?categoryid=4�
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Your Questions & Comments
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shoffey@gmail.com
Twitter: shoffey
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